HP 



HP 



MP 



Ref 
# 


Hits 


Search Query 


DBS 


Default 
Operator 


Plurals 


Time Stamp 


: : J : : ; 

;::S.l': 


•■^^ .:'i4: 


yS-4S29451-$.pro^^^ 

.US-5M713-$.DID::dR:-;ii^!ii;:;;^^ 
US-5142694-$.DltiJORK:: 1 ;ii 


USPATj: 


: GR .: 


iyN;;::;;:::; 


;2p(>4/0 


7/20i?;46:; 






;;US-5l6i^^63-$.blb. OR = : - 
















!US-5844808-$.DID. OR p 
ii0^-589i^|dd-$.pip. OR 
HUS-59ib987-$;blb.;OR: ' 
















^^os-5924b8i-$-ibib:ibRiiiii;ii 

US-5$4^i8^6^$:blb:^dkiP;pi|-i|^ 
;iUS-5958869-$.blD. OR^ 
:US-6038551-$.DID. OR ; . 
iUS-6d6i^68-$.DID. OR 
US-6073134-$.DID.. : 












S2 


1 


("5959869").PN. 


USPAT; 
USOCR 


OR 


OFF 


2004/07/23 12:54 






"6b61668".URP!Nf ;:i 


USPAT ; 




0N|;^ 


:^:2005/0 


3/08 14:41 


S4 


26 


(•T104003" 1 "3383467" | 
"3858181" 1 "4412282" | 
"4418333" 1 "4510778" | 
"4555639" | "4999763" | 
"5091713" 1 "5225977" | 
"5280423" 1 "5386362" | 
"5390385" 1 "5412291" | 
"5424940" 1 "5450938" | 
"5570085" 1 "5586174" | 
"5600310" 1 "5619614" | 
"5694323" | "5757643" | 
"5777895" | "5799281" | 
"5859778" | "59971 70"). PN. 


USPAT 


OR 


ON 


2004/07/23 16:00 


S5 . 




rollingTnbar2 !(nonGe or secret) 


USPAT : 


.OR-;- ; 




: 2005/03/08 15:03 


S6 


120 


direction$2 near3 code same 
message 


USPAT 


OR 


ON 


2004/07/23 17:00 






(direction$2rnear^ code same 


USPAT 


OR : 


ON ; 


Pdd6/!d3/o8;i^:d5^ 






message) arid (enGrypt$3 or 
















enCdd$!3 or auth^nticat$3) 














( i\\r^r^\f\n^O npar^ ri\f\^ camA 
^uiiCLUUii^^ iicau Uwuc daiiic 

messaae^ and fauthenticat$3 or 
integrity) 




OR 


ON 


2005/03/08 15:06 


S9 :i 


• I; : 6478 


713/168-170,176,181, 


US-PGPUB; ii 




ON :. 


:;20d4/07/26 13:24: 






201;380/262, : v 


USPAT 




























265;709/208;700/236, : 
















^pi;705/40p.ccls/ : 












SIO 


1082 


713/168-170,176,181, 
201;380/262, 
265;709/208;700/236, 
241;705/400.ccls. and 
(message$l near5 authenticat$3) 


US-PGPUB; 
USPAT 


OR 


ON 


2004/07/26 13:24 
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Sll 


723 


(713/168-170,176,181, 
201;380/262, 
265;709/208;700/236, 
z*n,/U3/^uu.ccis. ana 

and ({hash$3 or digest or sign$5) 
with message$l) 


US-PGPUB; 
USPAT 


OR 


ON 2004/07/26 13:24 


! S12 






!; US-PGPUB;:!:; 


OR : ; . 


ON; T :2005/.03/08 15:25 






]265;709/2b8;7bCV236, i;1 
241;705/400.ccls. and 


::USPAT : ii:: 










(niessage$l hearS authenticat$3)) 












and ((hash$3;or,digest pr signIS) \, 
vyith message$l;)) and : ; 
: ((house$lhold near2 appl!ance$l) i: 
or (:yend$3:near2 machine or i: : 
































atnh)) and ((center or central) 
near2 (control$3 or manag$5)) 








S13 


264 


((713/168-170,176481, 
201;380/262, 
265;709/208;700/236, 
241;705/400.ccls. and 
(message$l near5 authenticat$3)) 
and ((hash$3 or digest or sign$5) 
with message$l)) and ((sequence 
near2 (value or number)) or 
counter) 


US-PGPUB; 
USPAT 


OR 


ON 2005/08/08 10:37 






(((713/168-170476;i8i;- : 
201;380/262/ i : ^ 
265;709/208;700/236,- : 
:24i^705/40p;cels,iand^ 
(message$l nearS authenticat$3)) 


US-PGPUB;::; : 

i ICDAT 


OR 


ON ; 2005/08/08 10:37 






arid ((hash$3 6r digest or sigri$5) : 
with::mes5age$i)) and ((sequence: 
i near2 (value or number)) Or :: \ 
tounter));arid;((house$lhold:; : 






















near2:appliarice$l) or (vend$3 
n^ar-^ machine or atnri)) 








SIO 
2 


9 


"6061668".URPN. 


USPAT 


OR 


ON 2005/03/08 14:41 


SIO - 
3 




(rolling ndari (nbnce or secret); 


; US-PGPUB; 
USPAT; 

uscx:r; 

:EPd;JPO;;: ; 
DERWENT-;: 

;iBMj"d6:i '■■ ■ . 


iOR-: ■ 


oN:;:i;:;;|;i2d6S/03/08 15^03 


SIO 
4 


27 


(direction$2 near3 code same 
message) and (authenticat$3 or 
integrity) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWEm"; 

IBM.TDB 


OR 


ON 2005/03/08 15:06 
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SIO 
5 


5 


((713/168-170,176,181, 
201;380/262, 
265;709/208;700/236, 
241;705/400.ccls. and 
(message$l nearS authenticat$3)) 
and ((hash$3 or digest or sign$5) 
with message$l)) and 
((liouse$lhold near2 appliance$l) 
or (vend$3 near2 machine or 
atm)) and ((center or central) 
near2 (control$3 or manag$5)) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/08/08 10:54 


SIO^ 
6 




(((713/ Wii^6;i?6ji8ii ■ 

20i;38(y262, \m 
265;709/208;700/236, 


:US-P(3PUB; 
gSPAT 




ON 


'2065/03/b6-i5:26- 






24li705/400.dcfe. a : : :; 
;;(rTiKsage$l::nearS;;aiithentira 














/and ((hash$3 or digest or sign$5):;::: 

: : Vy III 1: 1 1 1Col>ay X)) O l lU : \\bCLJ UCllLC: : : : i 

near2 (value or number)) or 
couhter)):and ((h6us^$lhold : ; 














• ri iea r2 a d 61 ia hcei 1 ) or: rvend 43 ^ ^ = ^ : : ^ : : 
riea^rZ machine dr atm)) : U 
























SIO 
7 


64 


"sequence number" with checksum 
with message$l 


US-PGPUB; 
USPAT 


OR 


ON 


2005/08/08 10:56 


SIO • 

8 


; 158 


"sequence nuhriber'*: With (hash or ;: i 
niac or ehcrvot43^ with 
: message$l . 


; US-PGPUB;: 
USPAT 


■OR,; 


ON; . 


2005/03/16 17:44 


Sll 
0 


106 


S108 and (@ad<"20001227" or 
@rlad<"20001227") 


US-PGPUB; 
USPAT 


OR 


ON 


2005/08/08 11:00 


Sll 

: 1 ' ' 


^337 


((713/168-170,176,181, 
20i;38d/262/ 
265;709/208;700/236,! 
241;705/400.ccls. and 
(me5sage$l nearS authenticat$3)) 
and.((hash$3 or digest or sign$5) 
with message$l)) ^hd ((sequence 
near2 (value or number)) or 
counter) 


US-PGPUB; ' 
USPAT - ^ 


OR : 


;qn 


2005/08/08 10:37 


Sll 
8 


48 


(((713/168-170,176,181, 
201;380/262, 
265;709/208;700/236, 
241;705/400.ccls. and 
(message$l nearS authenticat$3)) 
and ((hash$3 or digest or sign$5) 
with message$l)) and ((sequence 
near2 (value or number)) or 
counter)) and ((house$lhold 
near2 appliance$l) or (vend$3 
near2 machine or atm)) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/08/08 10:37 
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Sll 
9 


5 


S12 
P 




S12 
1 


171 


S12 ■ 


7;; -111. 


S12 
4 


10595 


S12 
5 


454 


S12 
7 


6 


512 


18 


S13 
1 


346 


S13: 

2 


^iiiiiiiili 



((713/168-170,176,181, 
201;380/262, 
265;709/208;700/236, 
241;705/400.ccls. and 
(message$l near5 authenticat$3)) 
and ((hash$3 or digest or sign$5) 
with message$l)) and 
((house$lliold near2 appliance$l) 
or (vend$3 near2 machine or 
atm)) and ((center or central) 
near2 (control$3 or manag$5)) 



;"sequerice: number*' with cheekslim 
vyith message$l : 



"sequence number" with (hash or 
mac or encrypt$3) with 
message$l 

5121 and:(@ad<"2b00li^7" or 
@rlacl<"200ai227") ; 

message with (counter or 
(sequence adj number)) 



5124 and ((multiple or plural$3 or 
each) neari counter) 



5124 and ((maintain$3 or keep$3) 
near2 ((multiple or plural$3 or 
each) near3 counter)) 



5124 and (((multiple or plui-al$3 or 
each) near3 counter) with ((each 
or different or multiple) near3 
(client or user or receiver or 
recipient or:irequei5t$2)j): If 

5125 and (@ad<"20001227" or 
@rlad<"20001227") 



5125 arid (((multiple or plural$3 or 
each) nearS counter) witti ((each 
ior different or ni.ultiple or 
:a(xording$2 or ass^^ 
;(client pr;.useripr[re^^^^^ 
rSciplehit ;br::r^Uei5t$^})) 



U5-PGPUB; 
U5PAT 



iLI5-PGPUB; 
U5PAT :.• 



U5-PGPUB; 
U5PAT 

USfl^ePUB; 
U5PAT 

U5-PGPUB; 
U5PAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 



U5-PGPUB; 
!U5PAT; 
EPO; JPO; 
DERWENT; 
IBMJTDB 

U5-PGPUB; 
U5PAT; 
EPO; JPO; 
DERWENT; 
IBM.TDB 

US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT;: 
iIBM^TbB 

U5-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

.U5-PGPUB; 
U5PAT; 
EPO; JPO; 

;derwent; 

IBM TDB :i 



OR 



or; 



OR 



OR 



ADJ 



ADJ: 



ADJ 



ADJ 



ADJ 



ADJ 



ON 



ON 
ON 

ON 



ON 



ON 



ON 



ON 



ON 



ON 



2005/08/08 11:51 



2005/08/08 10:57 
2005/08/08 11:00 

2005/08/06; 11:00 
2005/08/08 11:52 



2005/08/0812:24 



2005/08/09 15:07 



2005/08/17 17:33 



2005/08/08 12:24 



2005/08/08 12:50 
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S13 
3 


20 


S125 and (((multiple or plural$3 or 
each) near3 counter) with ((each 
or different or multiple or 
according$2 or associated) near3 
fclient or user or receiver or 
recipient or request$2 or 
transmitter))) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


ADJ 


ON 


2005/08/08 12:50 


:S13 ^ 




;:C'520p950'7:URRN,^^^ . 


USPAT T 


j^pi;;:';!'!- 


■pN--;!!; ; 


'?Q05/08/O8'l3:43^ 


S14 
5 


129 


(counter or (sequence number)) 
nearS ((non$lreset$5) or 
(un$lreset$5) or ("not" near3 
reset$5)) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


ADJ 


ON 


2005/08/09 11:01 


Si4 

•^:6f;;:::'; 


3 


S145 and;((cbijnter br:(seciue^^^ ■.. 
number)) near4 message) • 


US-PGPUB]] 
USPAT;^ L 
EPd;i3P0; 
DERWEI^; 
IBMJTDB 




dN'^i 


;;|(ids/08/09 ii:di:| 


S14 

7 


113 


S145 and (@ad<"20001227" or 
@rlad<"20001227") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


ADJ 


ON 


2005/08/09 11:06 


Sl4 
8 


■ .■ 16 


(server or center) near2 ((multiple 
or plural$3 or each) near3 
(counter or (sequence number))) 


US-PGPUB; 
USPAT; ^ 
EP0;!JP0; 
DERWENT; 
IBM.tDB 




ON . 


■;2065/08/09 15:09i 


S14 

9 


52 


(server or center) nearS ((multiple 
or plural$3 or each) near3 
(counter or (sequence number))) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


ADJ 


ON 


2005/08/09 15:09 


S15 


31 


S149 and (@ad<"20001227" or : : 
@rlad<:"200dl227") 


US-PGPUB; 
USPAT;; ; 
iiEPO; JPO; i 
DERWENT;^ 
IBM_TDBt;: 


ADJ 


ON 


2005/08/09 15:09 


S15 

O 


219 


((sequence adj number) or 
counter) same (replay near3 
(message or attack)) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


OR 


ON 


2005/08/17 18:00 


S15 : 
/ 




5156 and ((each or every or 
multple or plural$3) near2. 
((sequenc^;adj number) or.: : 
counter)), 


lUS-PGI^y^; 
USPAT;!:!; 
EPO; jPOi ! 
DERWENT; 
IBM TDB I 


OR ■ 




2905/08/17 17:5^ 
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S15 


1 


8 




S15.' 




•9 . N . 




S16 


42 


0 





S156 and (((sequence adj 
number) or counter)) with ((each 
or specific) nearS (user or client or 
device or receiver or sender or 
transmitter or pair or entit$3)) 

((SMiuence adj niiinbei-) ofi| 
counter) with (replay ne^r3 
(message or attack)) ' 



S159 and (@ad<"20001227" or 
@rlad<"20001227") 



US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PGPIJB; 
USPAT;:; 
EPO; JPO;;; 
DERWENT;: 
IBM_TOB 

US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 



OR 


ON 




jpN:;::;;! 


OR 


ON 



2005/08/17 17:58 



:2005/08/i7 



18:0i 



2005/08/17 18:01 
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